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	[bookmark: _Hlk204674874]Activity Subject to Technology Control Plan:

	[bookmark: _Hlk204674858][Project ID number (Maestro M#, etc.)]: [Project Title]
PI:
Sponsor:
Period of Performance:

	Responsible Individual Contact Information:

	[RI Name]  ǀ  [RI Email]  ǀ  [RI Phone Number]



COMMITMENT STATEMENT  ǀ  East Texas A&M University (“Member”), a member of The Texas A&M University System (“System”), is committed to the highest standards of integrity and compliance in ensuring the security of its research portfolios. It is the policy of Member and System to comply with U.S. export control laws and regulations. All employees must be aware of – and are responsible for – the export control implications of their work and must ensure their activities conform to export control laws and regulations, as well as Member and System policies, regulations, rules, and procedures. Both individuals and Member may be subject to severe penalties for export control violations, including the loss of research funding, export privileges, and both criminal and civil penalties. It is also the policy of Member and System to comply with specific dissemination and physical access controls related to sponsored research activities, which can include safeguarding export-controlled information and other physical or digital access controls required by both federal and private industry sponsors commensurate to the level of U.S. government information handled, processed, used, shared, or received. 

The project(s) and item(s) subject to this Technology Control Plan (“TCP”) involves or has the potential to involve the receipt or use of items, technology, or information subject to export control laws and regulations. Accordingly, the project(s) and item(s) subject to this TCP may be subject to any of the following (or a combination thereof): Department of State International Traffic in Arms Regulations (“ITAR”), 22 CFR § 120-130; Department of Commerce Export Administration Regulations (“EAR”), 15 CFR § 730-774; Department of Treasury Office of Foreign Assets Control (“OFAC”), 31 CFR § 500-599; and/or any other applicable federal body administering export control laws and regulations. Consequently, this TCP is established in order to prevent any unauthorized access, use, or observation of such project(s) and item(s) by unauthorized individuals. This document encompasses the minimum elements required of a TCP, and provides safeguarding risk mitigation strategies to protect and secure against any unauthorized access. Such risk mitigation strategies shall be commensurate to the appropriate risk classification. The Responsible Individual (“RI”) shall review this TCP with all applicable personnel, and each individual will sign a copy of the TCP Certification (found in Appendix C) defining individual responsibilities for handling information or items subject to export control laws and regulations. It is the RI’s responsibility to notify the Division of Research and Economic Development of any anticipated changes to the TCP (i.e., personnel, scope of work, risk mitigation strategies, etc.). Records will be maintained in accordance with the System Records Retention Policy and applicable export control laws and regulations.  


	[bookmark: _Hlk204674808][bookmark: _Hlk208487307]Description of Activities Subject to this TCP:

	Project Number: [Project ID number]

Sponsor: [Sponsor]

Period of Performance: [Start Date] – [End Date]

Project Description:

[Project Description]

Reason(s) for Export Controls: 

· [Compliance flags from Maestro]

· [Compliance flags from Maestro]

Export Control License Requirements:

[License requirements, if applicable]

Export-controlled equipment purchased with project funds or otherwise used to perform the work covered by this TCP, if any, is listed in Appendix A attached hereto, which may be updated or revised from time to time.



	Personnel Screening and Briefing Requirement:

	All authorized individuals who may have access to information or items subject to this TCP shall undergo restricted party screening, the results of which will be maintained with this TCP. Additionally, the RI and authorized individuals shall have completed the required TrainTraq training (Course #2111212) once every two years and prior to execution of this TCP. Any personnel changes, location changes, and changes to the scope of work are the responsibility of the RI, who shall contact the Division of Research and Economic Development and request a revision to this TCP. Upon the departure of any authorized individuals, appropriate measures must be implemented to secure the subject matter of this TCP, including but not limited to collection of keys and updates to access control. The RI is required to brief authorized individuals regarding the requirements of this TCP.

The personnel authorized to perform work on the activities covered by this TCP are identified in Appendix B attached hereto, which may be updated or revised from time to time.



	Physical Security Plan:

	Items and information subject to this TCP must be shielded in secured lab spaces to prevent observation or possession by unauthorized individuals, or accessed only during secure time blocks when unauthorized persons are not permitted in the area. This pertains to laboratory management of work–in–progress. Soft and hard copy data, notebooks, reports, and research materials should be stored in locked cabinets, preferably in rooms with key–controlled access. Equipment or internal components and associated operating manuals and schematic drawings containing export-controlled technology are to be physically secured from unauthorized access. Certain items may only be serviced by U.S. persons and should be disposed of appropriately. Appropriate measures must also be taken to secure controlled electronic information. Any changes to the approved plan (including personnel changes) must be approved in writing by the Division of Research and Economic Development.

Physical Security Plan:
All items and technology subject to this TCP will be stored in labs and offices with secure doors. All materials and prototypes developed through activities subject to this TCP will be stored in a locked cabinet, with access limited to individuals cleared to perform work on activities subject to this TCP.

Storage:
When not in use, equipment subject to this TCP will be primarily stored in a locked room located in an access-controlled area that can be accessed only via swipe card or by being escorted to the room by someone with access.

Servicing of Items:
The equipment will only be serviced by U.S. persons (a U.S. citizen, a U.S. permanent resident, or a protected individual as defined by 8 U.S.C. 1324b(a)(3)). (OR: ITAR-restricted equipment will only be serviced by U.S. citizens.)

Information Security:
When applicable, basic data will be obtained using testing systems or central facilities used by the general university community using encoded sample/file names that can be interpreted only by individuals cleared to perform the work. After a first level of data reduction using test-specific software on the computers on which the data were acquired, the data will be transferred to an encrypted hard drive for transfer to an encrypted project computer on which further data reduction and the preparation of project reports will be performed. This computer will be located in a locked room accessible only by individuals cleared to perform the work.

Visitors: 
Visitors will be escorted when accessing any secured areas where controlled items and technical data are located to avoid any unauthorized access to export-controlled items and information. Photos are prohibited unless expressly approved in writing prior to the visit. Authorized personnel should use discretion whenever discussing information subject to this TCP when unauthorized personnel are present.

Custodial Services:
Regular custodial services in secured areas may only be provided by U.S. persons. Custodial staff may access secured areas only during regular business hours and must be escorted at all times by authorized personnel listed on this TCP.

Destruction or Return of Materials:
[Describe how export-controlled items/materials will be handled (a) at the end of the project, (b) when project personnel are removed from the project, and (c) when the items/materials are no longer needed (e.g., shredding, file wipes, hard drive destruction, return to sponsor, etc.)]




	Certification:

	By signing this TCP, I certify that I have read and understand all clauses found in this TCP. I certify that all information found in this TCP is accurate and complete to the best of my knowledge.



_____________________________________________________________________________________________	_____________________________
Responsible Individual – [RI Name] 						Date


_____________________________________________________________________________________________	_____________________________
Unit Head – [Name]								Date


_____________________________________________________________________________________________	_____________________________
East Texas A&M University IT Support [Name] 					Date


_____________________________________________________________________________________________	_____________________________
East Texas A&M University Export Controls Officer [Name] 				Date
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	[Member] TCP #XX-XXX


APPENDIX A
EXPORT-CONTROLLED EQUIPMENT

	[Equipment] – [Manufacturer] ([Country])

	Serial Number(s)
	Asset Tag Number(s)
	Location
	ECCN

	[Serial Number(s)]
	[Asset Tag Number(s)]
	[Building, Room]
	[ECCN]

	Reasons for Export Controls:
The equipment listed above is subject to the Export Administration Regulations (EAR) under the United States Commerce Control List (CCL) category ECCN XXXX. 
Related “Technology” "required" for the "development," "production," operation, installation, maintenance, repair, overhaul, or refurbishing of this equipment is also export controlled under the classification of ECCN XXXX.
Equipment and Technology under the classifications listed above are controlled for the following reasons (delete controls that do not apply):
	NS - National Security;
	AT - Anti Terrorism;
	RS – Regional Stability; and 
	UN - United Nations Embargoes
The Division of Research and Economic Development must be contacted for a determination on export license requirements before exporting this equipment outside of the United States or before providing non-U.S. citizens with the related “Technology” while they are located in the United States.

Physical Security Plan: 
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APPENDIX B
PERSONNEL

	Personnel
	UIN
	Citizenship
	Export Control Training Course
#2111212
	Employment Status

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






APPENDIX C
TCP BRIEFING AND CERTIFICATIONS

	Technology Control Plan Briefing
	[Member] TCP #XX-XXX



BACKGROUND  ǀ  The subject matter of this TCP may involve the use of export–controlled information. The International Traffic in Arms Regulations (“ITAR”) as administered by the U.S. Department of State and the Export Administration Regulations (“EAR”) as administered by the Department of Commerce – or other federal regulations – may require an approved license before taking such items outside the U.S., sharing technical data/technology with anyone located outside of the U.S., or before disclosing any related information to a non–U.S. person in the U.S. or abroad. There are no exceptions for non–U.S. person students or visiting scholars. Verbal and visual disclosures are equally prohibited. Export–controlled information generally does not include basic marketing information, general descriptions, information commonly taught in universities, or such that is available in the public domain. Some projects may not encompass restrictions on non–U.S. person participation and still be subject to export control laws and regulations because of other restrictions, such as dissemination controls. Other projects may be controlled because of the classification of information or items. 

AUTHORIZED PERSONNEL RESPONSIBILITIES  ǀ  Personnel may be held personally liable for violations of the EAR and the ITAR, with significant financial and criminal penalties as a result. With that in mind, it is extremely important that authorized personnel exercise care and caution in using, disclosing, or transferring export–controlled information or items with others inside the U.S. and outside without prior authorization from the appropriate federal agency. The RI must identify who among proposed research project personnel and collaborators are non–U.S. persons. If a project has restrictions on participation of non–U.S. persons, a license must be granted from the cognizant federal agency before access to such project information can be granted. Personnel must secure access to export–controlled items and information to prevent unauthorized access or use. Authorized personnel must clearly identify export–controlled items or information and make copies of export–controlled information only when absolutely necessary, and never in the presence of unauthorized personnel. Personnel must securely store export–controlled information in locked filing cabinets, locked drawers, or under password–protected computer files. Personnel shall avoid moving export–controlled information from one location to another, if at all possible. When export–controlled items or information are no longer needed, they must be disposed of in an appropriate manner that is consistent with data security for controlled information and any contractual requirements.





	[bookmark: _Hlk206064317]Activity Subject to Technology Control Plan:

	MXXXXXXX: [Project Title]
PI:
Sponsor:
Period of Performance:




CERTIFICATION

· I hereby certify that I have read and understand this TCP briefing and certification. I understand that I could be held personally liable if I unlawfully allow access to or disclose, regardless of form or format, export–controlled information or items to unauthorized persons.  

· I understand that the law makes no specific exceptions for non–U.S. students, visitors, staff, postdocs, or any other person not pre–authorized under an approved export license or exemption to access export–controlled items or information.

· I also acknowledge that I have read this TCP and have discussed the plan with my supervisor (if not the RI), and that I understand and agree to comply with the requirements described in the TCP.

· Furthermore, I have completed the required training as set forth in this TCP, and as prescribed by System and Member policies, regulations, and rules. 

· I agree to immediately contact the Division of Research and Economic Development at 903-886-5964 or ExportControl@etamu.edu with any questions I may have regarding the designation, protection, or use of export–controlled items or information, or if I witness any violations of the TCP requirements.

· I agree to immediately contact the Division of Research and Economic Development with any questions or requests for amendments to this TCP. 





	Participant Name




	Participant Signature and Date






*Print and execute this briefing and certification for each authorized individual who will have access to items and/or information subject to this TCP.
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